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o BET4LYV MY 7HEXR FJOFrIILDZ ETY,

° 7_'_; LY K1) H—ERXDT7 Yy TT7— FOBREICFRASINS DV T)LETO ROl

o =R, EEM. RIMBROTYIT—F (AVYIFE) | BLUTCPLTOREE =
Heo& LTEREtSsnF L=,

o T4 LYV M)IIERHWTEEEZERNA—XIZLI-ERAIBEH IN-T—FR—XTT,
o Lot HLEIZFIASNTWAA—T Y Y—AMDOpenLDAPEH/N\—LZET,
OpenlLDAPUND A T 3 ELTELY R Ny bDT 2 F—F TaL I FY
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o T N)—[FH—FATEZLHIDNTSREINIEEDNDOL Y 32 TY,

e TALYVMIDIU M) —[FEBHMLEY ) —BETHERSINATVEY,

dn: cn= ¥ Rr— ¥ —_ dc=pacsec . dc=jp

ATz H0 b VIR HBOKE

AIOxHO b VSR Bfitxa )74 TPV b+
cn: ¥XAfh—Iy—

aA—H— /NRT— F: e320499feefewFEWFDSFDSFdfje4

o _IenlxE@EEHTHY . —Adcld kALY aAVR—32 T,

o BEIA TV F VSRAMD—IRELTEERESN, 77210 FOBEERMERR
F—YDHRTHIL—TIEEINFET,
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e 1—H— FTHhHO Y DRE:

@ L=y RDTHhor rEHE (uidNumber, gidNumber, 2 —H— /XX T— K4 &)

@ YA/ AVYT bk VAV EVDXDTHIYMNEYE (BN XAFZ—TDFERA)

e 7/N\yFDREEM (mod_ldapDER) LU A—IL IL—T« VT EH

e W X2 LEM (gpgKey. gpgFingerprint, O —< 3 Vi E)

o sshDEFBA[+— (sshPublicKey)

@ 1=V I RDITIL—TRE

o sudoiERDIRTF

o RRBREFERPICAET HLDAPH—N—DI1—HF—Z2FETELH/0R T3v bI4+—L4

MDBEETY, %O)B& H—/\— 7_)bf7gy3/€t ITWHEIIHY FH A (NHY—/\—
DFIVAANDI—F—FHEDH ST —F—HIRIZH T S HLEME)
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o V= aTILAEHDIBAIZEL TS,

o FHELY-_a2T7ILNLRELTWS, 21—V — HEE. BLUtEFxT1) T 1 DEFM
KICE->TULVET,

o HEIT LAV a7 ILEKICERETIEGWLI EAHY FI,

° iE/U".%‘K EEMEZTETI AR, XELSNTOWERWVERZEDLLRTNEZY FE

(2L, V—RO—FZaXED—EELERLLLATTH, )

o BRARGaVvIR—x2 bk LANVY—PYT DI T7 LAYV — @%(bi%éﬁgﬁ%ﬁiﬁ
DHIZAEZEINTWVWET, FDE=H. T4V ITEFREIUETHLILIVDOTY,

o LDAPY I I F7ICEATEA—) 2T VDAROITF—FLICHBT LHEMBPOTS
—DIERIEINGZYXRSVELDHAHY FT,

o LDAPDO#EECHERD—RHGTIBENFERELANL—2 a3 VICDEN >TSS
ENHLH5DTT,
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@ TNFEBCEFLGZLWMNILTY, (BEZRERLSEILENHLHEELTWWELE, D
BEN, BEULEE 2 EERFACESL, ) 1 ETHLRHERT CHEEINIL. LDAP
[FREGZSERXIL—FDIL—LT—I LG YFET,

@ Y ATILICIHBEBENRHYETH, EUFTIL FHIU K IR—SA b SRFLEL
LTIHEEENHY . TEELELDTT, HHWNI. ThUEMEL LAFHEA,

® |IDAPD I L—LT—J ZEHIZETINGE, 2—F—FEDOEX 1) T4 ZHEMIC

;%_‘&) )%u CEMTEFET, IS, NIS/YPHOBEIL Iz L EEREMMBRECAY F

o = ULMLIE™

® acl. IpR—Z. BLU Yy b R—2DT I ERFIR. TLS. utf-841K— k., A X
Bl FT—HAR—Z NYH IR, bLUES

® openssh-Ipk®sudots ED & S IBEMNEENE, €. LDAPIZL B 7 TYHr—3 3
VORBEDIY A TILAEFINET,
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e openldap-2.2.28

e Nss_ldap-239 / pam_ldap-180

e openssh-4.1p1 | openssh-4.0p1 | openssh-3.9p1 + openssh-lpks\y F
S8 : http://www.opendarwin.org/en/projects/openssh-Ipk

e sudo-1.6.8p9

@ HRADUVATLHREIZCEDT, EVF— N—U3 VUTHERIS—DEAMIE
SnFLle INoDEBIERANGHERRICEEEE5EZAHETATLI,

o SHEMDREMMNAREINFT L=, (GLSA 200507-13 | CAN-2005-2069)
o SUAODEE T = A LA —/N—Z1EX
ZH . http://dev.gentoo.org/~Icars/misc/sudo-ldap_timelimit.diff
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o —DMREILTLSICEEZEZE5ATWEY ., (SSLEDLDAPICIFREENHDERLONT
WBIEMDL, TLSIET 74 IV FBIREGHDTVLEY, )

@ VAH— EJBJ:UZI/ Tty b7y THEZAAITRAI—HIANELEFT, LH
L. 3—H— SHILIEEE L THEMIZRL—TIC ?&fméfn IVR)—%TvY
JT— ha‘ét% %ﬁu,\vx@ —RADIT YA MIBBEINET,

° %ﬁ.‘ﬁ?)%ﬁ’GTLS’EEEJJ?'&%fJOTG L&EDM? (DT S MIBEHRIETHY FE
Ao

e pam_ldap/nss_ldapl3E&IZIEFFE LEFHFA., LHNHL. OpenLDAPO Y =17 /LI
XZS5TRELDEBRLHY FEA., (NT1)

o LWIHIZLA, OpenLDAPTIIEEITEEF A, THIEEZRE. CD/N\JI2&H-
TTLSZEFMIT A ENTEEREA, (INF2)

e 7O — 3 MiEBE/NT
o SHZEMLTWSEE, KBRIIBHICEEINFNRT—FELGYFET,
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o HELKONTLEH

e 2005410A 1K ADIRIK

@ ZL DY T +OITT A—Hh—I[Epam_ldapE & U OpenLDAPD /Ny F 4B T (L4 < {24t
LTWEYT, (F=fZL. nss_ldapDREZZ L DA —Hh—HERLTHEFA, )

e pam_ldap/nss_ldapDEERY—ILIEMEZHERT 5DIC1r Aa< YU FLE, (FE
L. XPDESEERIZNYFIEIBRICAFAETT, )

e OpenlLDAPD/IRY FIEEFY Y —RENTWERA, (L. £EBEKEHDTY, )

o NJIE1IAAFULBEREINTEE L],

o LRERMEICH > TR LIGWLERIE?
http://dev.gentoo.org/~Icars/ldap/nss_Ildap-239-tls-security-bug.patch
http://dev.gentoo.org/~Icars/ldap/pam_Ildap-176-fix-referral-tls.patch

http://dev.gentoo.org/~Icars/ldap/openldap-2.2.26-tls-fix-connection-test.patch
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e MBMDA Ty FEAFDERE (OID):1.3.6.1.4.1.2242.1.1.1

e Eif: 1.3.6.1.4.1.2242.1.1.*

e A I/ H5R :1.3.6.1.4.1.2242.1.2.*
BHS 4 7(1.3.61.4.1.22242.1.1.4

2. TOER LR

DESC : Aa—H¥— 79X LAXN)L (hRAL RF¥—7)
Z (@& : caselgnoreMatch

SUBSTR : caselgnoreSubstringsMatch

Ry X1.3.6.1.4.1.1466.115.121.1.15)

FTSTH b H5R : (1.36.1.4.1.22242.1.2.1
® ThL. B B © pacsec-l SIS

AEx—3IDEMEEEALT &, DESC : pacsec1—H— ‘ \
HANDELGER (T ERX LANILSEE)

MAY : (gpgkey $ gpgfingerprint $7& &)

http://www.alvestrand.no/objectid/1.3.6.1.4.1.1466.115.121.1.htm|

http://www.iana.org/assignments/enterprise-numbers _
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e /etc/openldap/slapd.confl&OpenLDAPDOT—E > JOtvRXRAaAV T4 L —
a3y J7AILTY, BHE. COT—FY TAEXIILDAPD!) U T X k(slapd)
(23 LET S

o FIRT HARFT—TZEMLAITIIEGY FEA,

BT 5XAF—TIEUTDEY TY,
/etc/openldap/schema/core.schema
/etc/openldap/schema/cosine.schema
/etc/openldap/schema/inetorgperson.schema
/etc/openldap/schema/nis.schema
/etc/openldap/schema/custom.schema
/etc/openldap/schema/sudo.schema
/etc/openldap/schema/opensshlpk. schema

o {=vl FRAITRAROTIAEMTHRLERLNTVET, £ LEERE, TEAY
OHEFFTTH, BEEISRELBFAIERY ELA,
ng LARJL: 256

#0495 LXNJ)L:0 |
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® BEEDTEVWLSEYIIFEILETY, INTOHEMGETLS TRESNLTVET,

tXal) T4 tIsZ1ICEEELTLS S

@ HIIHE (CAVDERBLAEFTEI7 7ML Ub— b A—H—slapd1—H—TEHEHAAIZRE SN
2741 TY) hibETY,

TLSEEEE 2 7 1 JL : /etc/openldap/ssl/cert.pem
TLSEEEEF+— T 74 JL : /etc/openldap/ssl/req.pem

TLS CASHE T_lvz( I, - /ai-r/nnnnlrl:n/cc!/r: pem

-’/ o/ \OQOILVALL ~ 1 IV = ] =L\ \JI-I\.—IIIUUI-II ddy \.—UII-I\.—

@ FSURAR—FOREDEMN, 21— — F—IFIILELRELE-VWERBWET, BEAZEMELTRY
T—9 LA4Y¥Y—IC 1ZW$L,7‘,L\&Ii,.,\1’J7&L\7ﬁ 5TY,

TLS75 EEI:I'L\ LT’77’{7./ I‘@g;}z
@ —/NN— A FTNYIUTTFTENRT—FDFERIERIEETT, C DHEREIXLNVHIP 58X T — FMEIE AL

BARL—L 3 vDEDIZFHASNDIDTY, FEL. CO#EEF1I—HF— 2—3F)L 44 FTEDE
TEBEAHYET,

INATD—FK /vy a TMD5]

e
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OpenLDAPoslapdis;
79+€x YA+ (ACL)

CORE

Oz

e ACLO Y VA YV AFRERZRILDEIFVAT, RMTEET AN LAFEA, LAL, XE
BAT., FELLKEFREAHYFET ., LI=A-T, ZOFEHZRTLEESLY,

0 EREZTAHADT IV RZRH. ECTHLHROLIRERMN !
dn.subtree="ou=users,dc=pacsec,dc=jp” attrs="accessLevel"~D7 o X

ZTDHEFLUTODEY T,

dn.subtree="ou=admin,ou=users,dc=pacsec,dc=jp” \ peername.regex="10\.1\.7\.1"
write

dn.subtree="ou=admin,ou=users,dc=pacsec,dc=jp” \ sockurl.exact="ldapi://%

2var%2run%2openldap%2slapd.sock” write
RL A+ IAF

PRI —Y—F TN S RERE
dn.subtree”"dc=pacsec,dc=jp” attrs="userPassword”~D7 7 £ X

TDHEITLTOEY T,
dn.subtree="ou=admin,ou=users,dc=pacsec,dc=jp” \ peername.regex="10\.1\.7\.1"
write

dn.base="cn=syncrepl,dc=pacsec,dc=jp” \ peername.regex="10\.1\.7\.2"” read
BEEEAH
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CORE OpenLDAPoslapdis:

005 7otz Jyzx + (ACL)

@ 1—F— 7UOCRADEZTAHZTRO. ECTHHEHHIRER™ -
dn.subtree="dc=pacsec,dc=jp” attrs="sshPublicKey,gpgkey" ~®D7 7 t X
ZTDHEIILTOEY TY,

dn.subtree="ou=admin,ou=users,dc=pacsec,dc=jp” \ peername.regex="10\.1\.7\.1"
write

HE2EEZAH

nJLﬁJAH

@ tohfhaclT> k) —LIEQEMBEEICHADDLER) — (EIEHTYT, )

A RAANDT I R

TDHEITILUTOELY T,

dn.subtree="ou=admin,ou=users,dc=pacsec,dc=jp” \ peername.regex="10\.1\.7\.1"
write

nJLJ%JAH

@ HENDI—H—P1—H— JIL—TITTU M) —POEUEADERVT I ERAZHTT S5
NTEET, WEERIYIRANDTIELRELV T 7ML DRTLERIEDT 19:/’775\,14\%

TY,. ) I=fzL. CNFET, IPFFLRADY STy FAICK > THRE (TLSFEEEIC—ET &
BFRA FRICEK>THRHEIMNBBIESATVET, ) 2RITTLET,
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CORE

Oz

@ T—AR—RI[ZTFITFLNYIIVFREERTBHBIENTEFT, ENVIIVFRFDT—A
BEOA TV aVIdELG->TWET, T4 FTlEbdbABIREhTWWET, FRE. PV
HDERE T OO UIZLPEETIEbdbIZNELERFELZ>TWHVET, )

OpenLDAPoslapdis;

NYJDITUEF T—8R=X

T—A2~X—X : bdb

B2 4 w4 R : dc=pacsec,dc=jp

T4 L% kY : /var/lib/openldapdata

v 3> A% : 100 500

AVTYIOR AT H b 95X, uid, uidNumber, gidNumber, 79X LX)
pres. eq

A TvHPR: T k)—UUID pres, eq

Fryia 4 X:10000

H4 X LR : 1000

o MHIT—aAR—XDERKIZIFrootdn/rootpwZ —BMIZERT A ENTEET, =1L,

BiiEd % & =ldrootdn/rootpwiLiE L tniEn Y EH A, aclz3 RT3 3
M5 T,

rootdn : cn=Manager,dc=pacsec,dc=jp
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OpenLDAPoslapdis;
AL—7T H—/\—

o SlUrpdIFfBEBIREZZ DN TWVWETHA, Tyia R—ADVATLTHY (RRE—IZKBAL—TD
Ty 7TT—b8) HEEEELS, FY T —ORMEZEEICNEBT L ENTEEEA,

@ VUVBBI VU VEIREDERBRERELES., DUIVBRI VD UETIL A= (AL—TNTIX

—No 7y IT—rERYHTAR) THY. 792X FO—ILARETT,

S—@rootdnZFERALET ., ZOE. DUV BERITI VO UICE > TARAL—THRT—3IR—RZFEZAD
=. géggggﬁﬁbiﬁ& AL—TEIZEZAHARL—L 3 VEETITIEOTIERIETA

%
’

o 7
&
73—

7yvFTT—rJT77 LR :Idap://ldapl pacsec.jp:389

T—42~R—X :bdb

rootdn : cn=Replication,dc=pacsec,dc=jp..

o Slurpd(FBHEBIREEZZ GNTWVWEI N, Tyda R—ADIVATFLTHY (RRE—IZ&LBAL—TOD

To7TT—F) HEREEGS, 2y FO—VMEEZHEEICNET S ENATEEEA,

@ VUVBRI VO VERBEDEFKERBELEY., DUVERIVIVETIL A= (AL—THTRAE
— MW7V IT—rERMYHBITAR) THY, 77X FO—LARETY,

o DrootdnZFEALET., TOE., DUV BERIT VO UK TRAL—THT—AEAR—XAZEZTAD

HZ—
EE.NRT—FIFFEALEFFA, AL—TLIZEZRAHARL—L 3 VEETTBEIEOTIERIETR
A—IZSHBEINFET,

7’ wITT— k)27 LR :Idap://ldapl pacsec.jp:389
’5"\ A bdb
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OpenLDAPoslapdis;
AL—7T H—/\—

e ridlx~ X 4 —slapd.conf sessionlog id&é—EL 9,

@ FEE/H (L. OpenLDAP 2.2TIdY=—a7I % L) B oM #EEIBEGEEMEZRELET ., (&Y
D10EIFETIX60# T, 11ELIEFEOEZETIEI00M TT A, +DEZEIETHY FEA. )

DUOEEITI D UMrid : 100

JO/\4 #— : |dap://Idapl.pacsec.jp:389
BAT )Ly aDH

A4 >%—/\)L:00:00:00:60

Br>4 :60 10 300 +

LBRAEFME : 10

H—FR—X : dc=pacsec,dc=jp

7 v 77— kdn : cn=Replication,dc=pacsec,dc=jp
/N1 > Fdn : cn=syncrepl,dc=pacsec,dc=jp
NV RRE: DU TL

A AW S ECE N

startssl : E&

@ YRXA—aclsIZxd 570 XADFER

TDHEFUTDEY T,
dn.base="cn=syncrepl,dc=pacsec,dc=jp” \ peername.regex="10\.1\.7\.2" read
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e /etc/openldap/ldap.confldo S A4 7> S A 73— 2749 L—2 32T,

~N—X : dc=pacsec, dc=jp

I J Y4 :ldap://Idapl.pacsec.jp ldap://Idap2.pacsec.jp
TLS_REQCERTMDZE K

TLS_CACERT : /etc/openldap/ssl/ca.pem

L RRAFME - 5

o U—N—FREINRETY ., BEHLLETFEITH, *y bT—0 LAV—2EEITLHLIE
TERLWMBTY,

e /root/.ldaprcIL— FZIFT 5S4 72 FDFEEEHRAKETY, (FOMOI—H—([Z(E
1&%)1.0) rI:IlL\I:IIEJ Tnﬁﬂﬂ L/-gs-d-o ) 351;\ hd)n:b\nIE‘iﬁnJL_.rﬁE': L/-t‘d:t; U i-u-AJo

TI CEHET . /nt~r/Aannanldan/cel/rark nam
Lol - /W OpCiiilGapy SSiy CENL. paiti
TLSF+— : /etc/openldap/ssl/req.pem

o #HT 1« L% kYlkslapadd|slapmodify (/Nv o TV RADEETYI LX) HBULIE
ldapadd|ldapmodify THERT S5 EMTEET,
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LDAPoh w1t -
MHga—v ~ (OU)

e init.ldif
dn: dc=pacsec,dc=jp dn: cn=syncrepl,dc=pacsec,dc=jp
AT x99 +Y 5 X organization ATz 09 SR HABOKRE
IOV ISR :deAT2O Y b IOV MNISR: DT FXFaTq0 AT H b
0: pacsec.jp cn: syncrepl
dc: pacsec A—H—/NRA T — F: {SSHA}s83JkijBCAEE34009...

BEMNA TP SR AEBOERE
dn: ou= 2 —+%H— dc=pacsec,dc=jp
ATV SR fAia=v +

ou: devs i
ATV 0 ISR

dn: ou=groups,dc=pacsec,dc=jp . - ‘ JL.
FITOTHY FOSR: A=y b o LEGHBEMAPI Y IERT
ou: JIL—7 voodnT o M) —Z{ERLL

N (1 ek #
dn: ou=SUDO #| % ,dc=pacsec,dc=jp T. 74 L7 FURRRZAMIE
FTSTHH FISR: BB b LET,
ou: SUDO #If#& slapadd -p -w -l init.Idif
dn: ou=admin,ou=users,dc=pacsec,dc=jp Ea
ATSTHY MY SR B Y b ldapadd -z -W
ou: infra

-f init.Idif
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LDAP»##1t
1—H— T h)—

dn: uid=lcars,ou=admin,ou=users,dc=pacsec,dc=jp
cn: 7 KRL7 NYyHF—=
J77—AMR—L:T72oRLT

n: /\yHf—=

IOk V5R: by T
IO USSR 8—=YY
ATz b VSR HABA
ATz b U5 R :inetiifd A
AT b U5 R : posixAccount
#7219k 7 52R : pacsecUser

7J' Jo Y b 935X : IdapPublicKey
—H— JRRT— K {crypt}$1$2f93D3A30fBCAEE34r3rf
El 54> 2z )L : [bin/bash
gidNumber: 100
uidNumber: 660
uid: lcars
gecos: 7V kL7 NYHF—=
gpgkey: 0x864C9OB9E
gpgfingerprint: 0A76 074A 02CD E989 CE7F AC3F DA47 578E 864C 9B9E
it BARBRNUIRT. 4A2U7
BEEES - (555) 593 342 430
7Ot RX LX) : H—s/\—1.pacsec.jp
T7O1AX LX) —s/\—2.pacsec.jp
ssh/XTJ 1) w4 F— : sshdss
AAAAB3NZdjoie293t4tjfdklofj99743809t5ru4 3ioyf8439Dr333...
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e /etc/ldap.confldnss_|ldaps L Upam_ldapDa>r 749 L— a3 VICHRATAHEBET 74
LT, BFEAlREIC LA INIEGEY FHA, F1-. /etc/nsswitch.conflinssT—2 R—X&E
DIEFZHRELFT .

e /etc/ldap.confZ 7 1 JLIZ/etc/openldap/ldap.conf& IF—UIBEMAH Y £ A

° iﬁ—??;%—(ili—ﬁﬁ?éhiﬁ/\/o SUBYDR FIVIRETELLEEZLONTILS
Vb T,

e nss_ldaplF&HHY—ER R4 yF O—FTHRINBDCS A4 TS5 )—D¥:5ET. LDAPT «
LY F)ANDERAT7 IV ERFRELET, £, TOEMIEI—H -0 IL—T
(getpwent. getgrent’ &) [CBERT HIZLECST A T T ) —DEEETT,

@ 77— a3 UhLDAPT 4 LY M) ITx T BEREENBEL EEF, pam_|dapldZD7 1)
—vavicyrvy Ent-PAM €221 —JLTY,

@ VATV MIRMMNELGE., 7UVERX LNILEBRIZCTANE—2NTET, TOEB

(BRI 2A—HF—DUZA4T72 8 4 FFRIBOA /A 7FPYEZ, 21— — Thoo
TAVTEBSCIEIZHYET, -, slapdET—EFEDHMAIEaclNBELELY T,
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nss_ldap / pam_ldapna>7+45L—23y

/etc/ldap.conf o FEHLLFETA. sORIRBERAITHLEDE
ldap /A—> 3> 3 ERe
Ra—7 97T
LIREFME : 3 @ VSATUh YA RDTIER LRILIZT 4 ILE—%WIT
IS4 > R ERESR : 3 *4,
INA VR RYS—:n—F
SFERMESRIO LR - 3600 ®L—rDBITI ST MRIEERELET.
PAMB Y 4 Vg : uid
PAM* > /A\—&tE : gid
PAM/XRXJ— K : md5 ® PAM/SRX ) — FexopZ#F AT tidslapd/SRT— KA/
#PAM/XRX T — K : exop SamaEgelzi Y £9,

PAMZ 4 JLA— : 7R LAR)L=H—/\—1.pacsec.jp

DI J YA bk :I|dap:/ldap1.pacsec.jp Idap://ldap2.pacsec.jp

B4 w9 X : dc=pacsec,dc=jp

AN—X : ou=users,dc=pacsec,dc=jp?sub

nssXN—XM/\XJ— | : ou=users,dc=pacsec,dc=jp?sub?accessLevel=server1.pacsec.jp
nssN—AMD L+ ) : ou=users,dc=pacsec,dc=jp?sub?accessLevel=serveri.pacsec.jp
nssN—A M4 JL— T : ou=users,dc=pacsec,dc=jp?sub?accessLevel=server1.pacsec.jp
ssl: A& — ks

tsFxvy E7:4ITX

tls_cacertfile : /etc/openldap/ssl/ca.pem

tls _cert : /etc/openldap/ssl/cert.pem

TLS#— : /etc/openldap/ssl/req.pem
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. /etc/pam d/system-auth

foal|<[Epam_env. SOMNMLETY,
foal<[&pam_ldap.soTHESTY ,
fi BEE(Z[Epam_unix.so likeauth nullok nodelay use_first passT#xE 72 T9 o
SREEIZ[Epam _deny.sohHETY,

7hoY klZlEpam Idap.soCHEAP T,
7 AHh 2 bZlEpam_unix.soMAETI,

JINAJ— F[ZlEpam_cracklib.so retry=30\ETY,

/JNRA ] — F[Z[Epam_unix.so nullok md5 shadow use_authtok TFHE5 T,
INAJ— KIZ[Epam_ldap.so use_authtok TFHE72 T,

INA ) — KIZ[Epam_deny.soMHETY,

+ v <3 viZlEpam_limits.soNBETT,
+ w3 viZldpam_unix.somWHETY,
ty S arvRAA TS avIzldpam Idap.sohidH Y £I,

o /etc/pam.d/sshd (;F—L T LY ML ELEo=5HE. BEIMIZERLET, )
t v < 3 VIZ[Epam_mkhomedir.so skel=/etc/skel/ umask=0077HNLETT,
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o PK /8y F (Ldap 2AB*¥—) ##E&H L71=- OpenSSH (& ssh AFF*—FEHE (EHEX—IZIX
BENERIZLGYVET) ZHRAX, TORMERIEF— 727/ ILELTERLET, (7710
Y ZaF7ILTHERT S, HBHAWFIE—FTBEBEHY FEA, )

.*_L%;_%)Iyl\lj_h‘\@( EH.N—FVITEDFAF—HAI7AILITERARE LTHRIAS

e mFMDopensshAIpk/Ny FEFRINIKX, TOaAT74 9 L—arFEBELT/
etc/ldap.confZ XTI S5 ENTEET, (HR—FFTBHERE : uri. X—X, LRF
. /N1 > FEALREER., ssl. LUV RAR— ktls)

o EHMIEIABSNTLET DT, BHIIEFETET, 1—Y—RAMBCADETBES 5L
NTEET.

e /etc/ssh/sshd_config

PAMOFIFH : 41 TX
LPKOFIAH : 41 TR
LpkLdapConf /etc/ldap.conf
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o SUdolIZLDAPT 4 LY F) DB TsudoF|HBDHRELZARBIZIEMTEZET,
ON—FKTARIEDT7AINEEBT A LITTEEREAN., FIZ, sudo7AT 7
1ILOBEEBOBWNVEDOEET A ENTEET,

o HIAHIUHR)—PLEL<EEL, N—FDITT7EDsudoFIAEFET 7 A ILIZIEKAE L
THAHINET, (A—HIsudoFlFHEBEEEBREREZENCZT S LITTETEITH,
?@?f%iﬁ&o%ﬂ%@714wt—7®1>hU—%ﬁﬁTnﬁféf

e 1 /\1)LEME (withldapconffile=/ etc/ldap.conf.sudo) [ZHBa> T4 L
—2ay J7ANEANNTEHEZHSHLET, TOHMIE, R—/\— 21—
*f—T:‘”g(: (E%E@U/etc/sudoers%ﬁﬁlkIEJII%!:) [CsudoBEDEERZELEIZT S
_ElzhY ET,

e SUOT VU M) —IZT7 O ®RTH-HIC, BiLFEALTHELI-LDAPE OO 7
A1ILTFIERRLET,
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sudofREza>7445L—2 3>

e OU ZRET BH=-HIC, sudoITV F)—BLUFHRI—Y—RHE#FHRou 2R LFET,
aclz{#HL T :

dn’subtree="ou=sudoers,dc=pacsec,dc=jp~NDT7 U £ X
TDHEIFILUTDHEY TY,

dn.base="cn=sudoers,dc=pacsec,dc=jp” read
dn.subtree="ou=admin,ou=users,dc=pacsec,dc=jp” \
peername.regex="10\.1\.7\.1" write
dn.base="cn=syncrepl,dc=pacsec,dc=jp” \ peername.regex="10\.1\.7\.2”

read
dn: cn=sudo FIfA# ,dc=pacsec,dc=jp
dn: ou=sudo #IF# ,dc=pacsec,dc=jp IOV ISR HEBOERE
ATV SR A=Y b ATz ISR VTN wFaUTa ATOH b
ou: SUDO #IR#& cn: sudo # A&

2—H— X2 7— K : {SSHA}i38fdaf8923prfWE...
HENA IO SR BEOES

dn:cn=admin,ou=SUDO #|f@# ,dc=pacsec,dc=jp dn:ch= *—/L|,0u=SUDO #|5%# ,dc=pacsec,dc=jp
cn: B1EFE cn: *—JL

IO ISR by T IO ISR by T
A9 b5 X:sudo DEE| AT bS5 X :sudo DEE|
sudo L —#H—: |cars sudo 1—H—: foo

sudo 7R R k : cvs.pacsec.jp sudo DFEEIXIR : A —JL

sudoAX 7L 3r: £T sudo 7R R k *—)L .pacsec.jp
sudoA 73> BBER sudo O < > K : /usr/bin/newaliases

sudoA 73> | 88E
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sudofEza>7445L—> 3>

e /etc/ldap.conf.sudo

ldap /\—2 3> : 3

FIREFRA - 3

INA 2 R ERRERE : 3

T J YA bk :Idap://ldap1.pacsec.jp Idap://ldap2.pacsec.jp
ssl: A& — s

sFxzvy E7 : 4R

tls_cacertfile : /etc/openldap/ssl/ca.pem

tIssREF : /etc/openldap/ssl/cert.pem

TLSZ— : /etc/openldap/ssl/req.pem

binddn : cn=sudoers,dc=pacsec,dc=jp

bindpw : </XX T — k>

sudoF|FHEDA—X : ou=SUDOF| A% ,dc=pacsec,dc=jp
sudoFIBEBED T A4 /Av T : 2

e binddn# & UbindpwhHEE L TLVE & =, sudoEHEEITHAREBTEET,

e /etc/ldap.conf.sudold /etc/sudoersMEBRI & —H L A ITIEAE Y FEAD., BERIEEICL TG Y £H A,
e (/etc/ldap.confDizE EIFEGY FT, )
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® REIF DY —/\—T I AT Lhgetpwnam(3). getpwuid(3). L UEELLL f=libcige % =
T9dE. NOA—TVRIZKELGEEZEZ LTS HY ET, TH. libckae s (X
nss_ldapMLDAPH—/N\—[CBBET HEMED_LZELET,

e nscdidZ 5 LEBEFZX VY v alZRETHDTY,

ogggéﬁﬁﬁd)ﬂﬁ%ﬁ#—vv’/l cshExrd, (TTL%E/etc/nscd.conflzty 3T BT EMNT

@ 7 HO Y FOBRZIZHEINIMN S IIGEEZRE. UTOFHEHT TnscdldfEEEE 915
BERHYET,
nscd D {E
A—H—45EDA /A TUYEZ
nscd D 777 % 4R

e /etc/init.d/nscdB#EE)OnscdD ENLIZERTY .
@ FifT—RIEFvryiaThFEHA,

e nscd %*”Fﬁ-—d—é&s %':L_-US [ZEREEZ F1T L/UL\—CS JL— N REREL & pam nrbnﬁk-?j \)
— o aVETERETAHRIENTEET, LML, nscdZF S URRF7LY METAXY

Cop)'/jF‘/g‘ﬁf‘2505' <‘Tce'1rs—@genl"f'oo &R 7 nee ldan # g Tcﬁﬁgf—é%‘fé—dé"rn | BAP B3&d &t SR ﬁ"émeﬁork



o UrEHTIX. RVITBICEEDslapd—/N\—ZFALTLEELY,

@ rY NIV DEHENTVUTEHE, IRTOY—N—[FIEREHEZHA5ELFEFT, LT
MOT. 2BZCABAL—T U—N—DOREEXEHHTETEFLEA,

o LDAPH—/N—HDEHETRRICHR-1-&E. O A VEDR A LT REHCEDIZ, sshd
LoginGraceTimeZ#HEEIZEHE LG ITAIEGY FHA, BEDLDAPY—N—ZFEALT
WdeE, DECEHI20ERELETFNIEERY FEA, )

o EFF. sudoB K UopensshlF i< £ 2EDLDAPLEFEET HD T,
timelimit/bind_timelimitQ&EEIZII3WAZH-EBDHNET,

e TCP/IPWICMPHA AR Y FD—I Mo EHZRZEITT INTULELDIZ, LDAPY—/I\—HEE(#
RELGVWEENRELLGYEY, (BEOVATLEEEICE>TO—AIL TJ74TF7 74—
ILNRELL &S LU LTWET, CH L2 EERRIYNABLEDTY, )

J LD;P(:F'n'ali'éﬁ‘\&v<7ai=5'71%“s RA—IL 7HD2 FMEILDAPRO—AIILTHREL TEMNE FILE
EE A,
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