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LDAP

DN

cn dc

dn: cn= dc=pacsec dc=jp

cn
: e320499feefewFEWFDSFDSFdfje4



Building a modern LDAP based security frameworkCopyright 2005 <lcars@gentoo.org>

LDAP

uidNumber gidNumber

ッ mod_ldap

gpgKey gpgFingerprint

● ssh sshPublicKey

● sudo
┘ Ⅴ LDAP
ッ さ N
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LDAP 々

さ

ぜ

● LDAP

● LDAP Ⅴ
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LDAP 々

LDAP

さ
さ 1 LDAP

● LDAP
NIS/YP

● acl ip TLS utf-8
々

● openssh-lpk sudo LDAP
㈻
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● openldap-2.2.28

● nss_ldap-239 / pam_ldap-180

● openssh-4.1p1 | openssh-4.0p1 | openssh-3.9p1 + openssh-lpk

http://www.opendarwin.org/en/projects/openssh-lpk

● sudo-1.6.8p9

GLSA 200507-13 | CAN-2005-2069

● sudo

http://dev.gentoo.org/~lcars/misc/sudo-ldap_timelimit.diff

openssh-lpk Ⅴ よ
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CAN-2005-2069

TLS SSL LDAP ぜ
TLS

㎲

TLS ?

● pam_ldap/nss_ldap OpenLDAP
オ 1

OpenLDAP
TLS 2

┞

㌹
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CAN-2005-2069

● 2005 10 1 Ⅴ

pam_ldap OpenLDAP
nss_ldap よ

● pam_ldap/nss_ldap よ 1

● OpenLDAP ( )

1 っ

よ

http://dev.gentoo.org/~lcars/ldap/nss_ldap-239-tls-security-bug.patch

http://dev.gentoo.org/~lcars/ldap/pam_ldap-176-fix-referral-tls.patch

http://dev.gentoo.org/~lcars/ldap/openldap-2.2.26-tls-fix-connection-test.patch
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OpenLDAP

(OID):1.3.6.1.4.1.2242.1.1.1

1.3.6.1.4.1.2242.1.1.*

1.3.6.1.4.1.2242.1.2.*
( 1.3.6.1.4.1.22242.1.1.4

DESC
caseIgnoreMatch

SUBSTR caseIgnoreSubstringsMatch
1.3.6.1.4.1.1466.115.121.1.15 )

( 1.3.6.1.4.1.22242.1.2.1
pacsec

DESC pacsec
さ さ $

MAY gpgkey $ gpgfingerprint $

http://www.iana.org/assignments/enterprise-numbers
http://www.alvestrand.no/objectid/1.3.6.1.4.1.1466.115.121.1.html



● /etc/openldap/slapd.conf OpenLDAP
LDAP (slapd)

/etc/openldap/schema/core.schema
/etc/openldap/schema/cosine.schema
/etc/openldap/schema/inetorgperson.schema
/etc/openldap/schema/nis.schema
/etc/openldap/schema/custom.schema
/etc/openldap/schema/sudo.schema
/etc/openldap/schema/opensshlpk. schema

● ぜ
ス

256
# 0
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OpenLDAP slapd● /
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OpenLDAP slapd

(TLS)

TLS

tls 1 ス

ッ (CA) ッ slapd ㎲
さ

TLS ッ /etc/openldap/ssl/cert.pem
TLS ッ /etc/openldap/ssl/req.pem
TLS CA ッ /etc/openldap/ssl/ca.pem

ッ ッ ┘

TLS さ

さ

MD5

●
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OpenLDAP slapd

(ACL)

● ACL
ぜ

㎲

dn.subtree=”ou=users,dc=pacsec,dc=jp” attrs=”accessLevel”

dn.subtree=”ou=admin,ou=users,dc=pacsec,dc=jp” \ peername.regex=”10\.1\.7\.1”
write
dn.subtree=”ou=admin,ou=users,dc=pacsec,dc=jp” \ sockurl.exact=”ldapi://%
2var%2run%2openldap%2slapd.sock” write
㎲

ッ
dn.subtree”dc=pacsec,dc=jp” attrs=”userPassword”

dn.subtree=”ou=admin,ou=users,dc=pacsec,dc=jp” \ peername.regex=”10\.1\.7\.1”
write
dn.base=”cn=syncrepl,dc=pacsec,dc=jp” \ peername.regex=”10\.1\.7\.2” read

㎲
ッ
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OpenLDAP slapd

(ACL)

㎲
dn.subtree=”dc=pacsec,dc=jp” attrs=”sshPublicKey,gpgkey”

dn.subtree=”ou=admin,ou=users,dc=pacsec,dc=jp” \ peername.regex=”10\.1\.7\.1”
write

㎲
㎲

acl さ

㎲

dn.subtree=”ou=admin,ou=users,dc=pacsec,dc=jp” \ peername.regex=”10\.1\.7\.1”
write
㎲

セ
ッ さ

IP ぞ TLS ッ
ぞ
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OpenLDAP slapd

bdb
々 々 bdb さ

bdb
dc=pacsec,dc=jp
/var/lib/openldapdata
100 500

uid uidNumber gidNumber
pres eq

UUID pres eq
10000

1000

rootdn/rootpw
rootdn/rootpw acl

rootdn cn=Manager,dc=pacsec,dc=jp
rootpw
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OpenLDAP slapd

● slurpd

々 々

rootdn 々 ㎲
㎲

ldap://ldap1 pacsec.jp:389
bdb

rootdn cn=Replication,dc=pacsec,dc=jp..
● slurpd

々 々

rootdn 々 ㎲
㎲

ldap://ldap1 pacsec.jp:389
bdb

rootdn cn=Replication,dc=pacsec,dc=jp..
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OpenLDAP slapd

● rid slapd.conf sessionlog id

さ OpenLDAP 2.2 ぞ
10 60 11 300 +

々 rid 100
ldap://ldap1.pacsec.jp:389

00:00:00:60
60 10 300 +
10
dc=pacsec,dc=jp
dn cn=Replication,dc=pacsec,dc=jp

dn cn=syncrepl,dc=pacsec,dc=jp

ッ
startssl さ

acls

dn.base=”cn=syncrepl,dc=pacsec,dc=jp” \ peername.regex=”10\.1\.7\.2” read
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OpenLDAP

● /etc/openldap/ldap.conf
dc=pacsec, dc=jp

ldap://ldap1.pacsec.jp ldap://ldap2.pacsec.jp
TLS_REQCERT さ
TLS_CACERT /etc/openldap/ssl/ca.pem

5

ッ さ

● /root/.ldaprc ッ さ
ッ ッ

TLS ッ /etc/openldap/ssl/cert.pem
TLS /etc/openldap/ssl/req.pem

slapadd|slapmodify ├
ldapadd|ldapmodify
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LDAP

OU

dn: dc=pacsec,dc=jp dn: cn=syncrepl,dc=pacsec,dc=jp
: organization :
: dc :

o: pacsec.jp cn: syncrepl
dc: pacsec : {SSHA}s83JkijBCAEE3409...

:
dn: ou= ,dc=pacsec,dc=jp

:
ou: devs

dn: ou=groups,dc=pacsec,dc=jp
:

ou:

dn: ou=SUDO ,dc=pacsec,dc=jp
:

ou: SUDO

dn: ou=admin,ou=users,dc=pacsec,dc=jp
:

ou: infra

● init.ldif

slapadd -p -w -l init.ldif

ldapadd -Z -W \
-D “cn=Manager,dc=pacsec,dc=jp” \
-f init.ldif

さ 々
dn
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LDAP

dn: uid=lcars,ou=admin,ou=users,dc=pacsec,dc=jp
cn:

sn

inet
posixAccount
pacsecUser
ldapPublicKey

: {crypt}$1$2f93D3A30fBCAEE34r3rf
/bin/bash

gidNumber: 100
uidNumber: 660
uid: lcars
gecos:
gpgkey: 0x864C9B9E
gpgfingerprint: 0A76 074A 02CD E989 CE7F AC3F DA47 578E 864C 9B9E
オ
リ (555) 593 342 430

1.pacsec.jp
2.pacsec.jp

ssh sshdss
AAAAB3NZdjoie293t4tjfdklofj997438o9t5ru43ioyf8439Dr333...
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nss_ldap / pam_ldap

● /etc/ldap.conf nss_ldap pam_ldap
/etc/nsswitch.conf nss

ぞ

● /etc/ldap.conf /etc/openldap/ldap.conf

● nss_ldap C LDAP
┘

getpwent getgrent C

LDAP ッ さ pam_ldap
PAM

┘
/

slapd acl さ
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nss_ldap / pam_ldap

● /etc/ldap.conf
ldap_ 3

3
3

3600
PAM uid
PAM gid
PAM md5
#PAM exop
PAM = 1.pacsec.jp

ldap://ldap1.pacsec.jp ldap://ldap2.pacsec.jp
dc=pacsec,dc=jp

ou=users,dc=pacsec,dc=jp?sub
nss ou=users,dc=pacsec,dc=jp?sub?accessLevel=server1.pacsec.jp
nss ou=users,dc=pacsec,dc=jp?sub?accessLevel=server1.pacsec.jp
nss ou=users,dc=pacsec,dc=jp?sub?accessLevel=server1.pacsec.jp
ssl tls
tls
tls_cacertfile /etc/openldap/ssl/ca.pem
tls_cert /etc/openldap/ssl/cert.pem
TLS /etc/openldap/ssl/req.pem

tls ッ

ッ ぞ

● PAM exop slapd
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ッ

● /etc/pam.d/system-auth
ッ pam_env.so さ
ッ pam_ldap.so
ッ pam_unix.so likeauth nullok nodelay use_first_pass
ッ pam_deny.so さ

pam_ldap.so
pam_unix.so さ

pam_cracklib.so retry=3 さ
pam_unix.so nullok md5 shadow use_authtok
pam_ldap.so use_authtok
pam_deny.so さ

pam_limits.so さ
pam_unix.so さ

pam_ldap.so

● /etc/pam.d/sshd
pam_mkhomedir.so skel=/etc/skel/ umask=0077 さ
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OpenSSH

●LPK Ldap OpenSSH ssh 々
々 ッ

さ

ッ ↓

openssh lpk ┘ /
etc/ldap.conf よ ス uri

ssl tls

..

● /etc/ssh/sshd_config

PAM
LPK
LpkLdapConf /etc/ldap.conf

...
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sudo

● Sudo LDAP sudo ス
sudo

sudo ↓
sudo っ

withldapconffile=/ etc/ldap.conf.sudo
┘

/etc/sudoers sudo

● sudo ッ LDAP
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sudo

dn:cn=admin,ou=SUDO ,dc=pacsec,dc=jp dn:cn= l,ou=SUDO ,dc=pacsec,dc=jp
cn: cn:

: :
: sudo : sudo

sudo : lcars sudo : foo
sudo : cvs.pacsec.jp sudo :
sudo : sudo .pacsec.jp
sudo : ッ sudo : /usr/bin/newaliases

sudo : ! ッ

dn: ou=sudo ,dc=pacsec,dc=jp
:

ou: SUDO

● ou sudo ぞ ぞ ou
acl

dn.subtree=”ou=sudoers,dc=pacsec,dc=jp

dn.base=”cn=sudoers,dc=pacsec,dc=jp” read
dn.subtree=”ou=admin,ou=users,dc=pacsec,dc=jp” \
peername.regex=”10\.1\.7\.1” write
dn.base=”cn=syncrepl,dc=pacsec,dc=jp” \ peername.regex=”10\.1\.7\.2”
read

dn: cn=sudo ,dc=pacsec,dc=jp
:
:

cn: sudo
: {SSHA}i38fdaf8923prfWE...

:
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sudo

● /etc/ldap.conf.sudo

●

ldap_ 3
3

3
ldap://ldap1.pacsec.jp ldap://ldap2.pacsec.jp

ssl tls
tls
tls_cacertfile /etc/openldap/ssl/ca.pem
tls ッ /etc/openldap/ssl/cert.pem
TLS /etc/openldap/ssl/req.pem
binddn cn=sudoers,dc=pacsec,dc=jp
bindpw < >
sudo ou=SUDO ,dc=pacsec,dc=jp
sudo 2
● binddn bindpw sudo っ

● /etc/ldap.conf.sudo /etc/sudoers
/etc/ldap.conf
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nscd
ッ

getpwnam(3) getpwuid(3) libc
libc

nss_ldap LDAP

● nscd

TTL /etc/nscd.conf

ぞ nscd

nscd
/

nscd っ

● /etc/init.d/nscd nscd

ッ

● nscd ッ ッ pam
nscd

nss_ldap ├
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● uri ├ slapd

2

● LDAP sshd
LoginGraceTime ぞ ス 3 LDAP

120 ス

sudo openssh 2 LDAP
timelimit/bind_timelimit ス 3

● TCP/IP ICMP LDAP

● LDAP LDAP
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