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ggong@ggongc.~/develop/aosplol51$ adbshell service list
Found 97 services:

O sip: pndroid.net.sip.ISipServite

1 phone: Eom.android.internal.telephony.ITelephany

2 isms: ¢om.android.internal.telephony.IShs

3 iphonesubinfo [com.android.internal.telephony.IPhoneSublhfo
4 simphonebook[com.android.internal.telephony.lliccPhoneBdok
5isub [com.android.internal.telephony.ISjib

6 nfc. [android.nfc.INfcAdaptdr

X X

81 activity: [android.app.lActivityManagér

82 user: dndroid.os.lUserManaggr

83 package:gdndroid.content.pm.IPackageManager

89 media.cameralandroid.hardware.lCameraServjce

90 media.player [android.media.IMediaPlayerServijce

91 SurfaceFlingeandroid.ui.ISurfaceCompoder

96 android.security.keystordandroid.security.keystoie



class IMediaPlayerService: public linterface
{
public:
DECLARE_META INTERFACE(MediaPlayerService);

virtual sp<IMediaRecorder> createMediaRecorder() = 0;

virtual sp<IMediaMetadataRetriever> createMetadataRetriever() = 0;

virtual sp<iMediaPlayer> create(const sp<IMediaPlayerClient>& client,
int audioSessionld = 0) = 0;

virtual sp<IOMX> getOMX() = 0;

virtual sp<ICrypto> makeCrypto() = 0;

virtual sp<IDrm> makeDrm() = 0;

virtual sp<IHDCP> makeHDCP(bool createEncryptionModule) = 0;

virtual sp<IMediaCodecList> getCodecList() const = 0;
virtual sp<IRemoteDisplay> listenForRemoteDisplay(const
sp<IRemoteDisplayClient>& client,
const String8& iface) = 0;



Chrome

A Android  Chrome

shell@hammerheadb ps-Z | grepchrome
u:r:untrusted_app:sO u0_a52 com.android.chrome

u:r:untrusted_app:sO u0_a52 com.android.chrome:privileged_proces
u:r:isolated_app:sO uO_i0 com.android.chrome:sandboxed_proces

A publicstatic voidaddServic€String name,
|IBinderservice booleanallowlsolated



Chrome

(gdb) plist svclistnext
Oxb6c4be38u"activity”

$2569 = {next = 0xb6c50100, handl&6sallow_isolated= 1,name= 0xb6c4be38}

Oxb6c50118u"user”

$2570 = {next = 0xb6c500d8, handle =dlmw isolated= 0, name = 0xb6c50118}

Oxb6c500f0u"packagé

$2571 = {next = 0xb6c500b0, handle =dllpw isolated= 0, name = 0xb6c500f0}

Oxb6c500c8u"display

$2572 = {next = 0xb6c50088, handle =dllbw _isolated= 1, name = 0xb6c500c8}



android.os.Parcel




Binde




int main()

{
sp<IServiceManager> sm = defaultServiceManager();
Vector<Stringl6> services = sm->listServices();
while( ) {
for (uint32 t 1 = 0; i < services.size(); it++) ({
Stringl6é name = services[1];
sp<IBinder> service = sm->checkService(name);
if (service I= ) {
Stringlé ifName = get interface name(service);
for(uint32 t code=0;code<=50;code++) {
for(int i=0;i< i)+
Parcel data, reply;
if(ifName.size() > 0)
data.writeInterfaceToken (ifName) ;
for(uint32 t i=0;i<random( )% E1H+)
data.writeInt32(random());
}

service->transact(code, data, &reply,!);

return 0;
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Android Bug ID

CVE20151528 19334482 Androidlibcutils
system_server

CVE20151530 18226810 Android media
media_server
CVE20151527 19261727 |AudioPolicyService.cpp




CVE20151530

case QUERY_DEFAULT_PRE_PROCESSING:

CHECK_INTERFACE (IAudioPolicyService, data, reply):
int audioSession = data. readInt32():

uint32 t count = data.readInt32();

uint32 t retCount = count;

effect descriptor t *descriptors =
(effect descriptor t *)new char[count * sizeof (effect descriptor t)];
status_t status = queryDefaultPreProcessing(audioSession, descriptors, &retCount)

replyv-—>writelnt32(status) ;
if (status != NO ERROR && status != NO MEMORY)
retCount = 0;

replyv—>writelnt32 (retCount) ;
if (retCount)
if (retCount < count)

count = retCount;
reply—>write(descriptors, sizeof(effect descriptor t) * count):

deletel[] descriptors:
return status;




CVE20151525

case GET_DEVICE_CONNECTION_STATE: 1
CHECK_INTERFACE (IAudioPolicvService, data, reply);

audio devices t device =
static_cast<audio devices t> (data.readInt32()):

const char *device address = data.readCString():

replv—>writeInt32(static _cast<uint32_t> (getDeviceConnectionState(device,
device address))))|

return NO ERROR;
| break:




CVE20151474

status t GraphicBuffer::unflatten(
vold const#& buffer, size t& size, int const*& fds, size t& count)
native handle* h = native handle create (numFds, numInts)

memepy (h—>data, fds, numFds*sizeof (int) ) -
memcpv (h—>data + numFds, &buf[10], numInts*sizeof(int))

native handle t% native handle create(int numFds, int numInts)

native handle t* h = malloc(
sizeof (native handle t) + sizeof (int)*(numFds+numInts)) -

if (h)
h—->version = sizeof (native handle t):
h—’numfds = numFds ;
h—numInts = numInts:

1

return h;




CVE20151528

native handle® Parcel::readVativeHandle() const

int numFds, numlnts;

status t err:

err = readInt32 (&numFds) :

if (err != NO ERROR) return 0:
err = readInt32 (&numInts) :

if (err != NO ERROR) return 0:

native handle® h = native handle create(numFds, numInts):

for (int i=0 : err==NO ERROR && i<numFds : i++)
h->datali]l = dup(readFileDescriptor()):
if (h->datali] < 0) err = BAD VALUE:

err = read(h->data + numFds, sizeof(int)*numInts):

if (err != NO ERROR)
native handle close(h):
native handle delete(h):
h = 0;

return h;
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A Binder

egrep "Binder

mediaserver Binder
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A BufferQueue

I IGraphicBufferProducer
AsetBufferCount
AattachBuffer
ArequestBuffer

I IGraphicBufferConsumer

A BufferQueue system_server surfaceflinger
mediaserver






A IGraphicBufferProducesrequestBuffer

typedef struct ANativeWindowBuffer
struct android native base t common;

int width;
int height;
int stride;
int format;

int usage;

typedef struct mative handle
void* reserved[2]: {
int version; /# sizeof (native handle t) #/
buffer_handle_t handle; int numFds; /#* number of file—descriptors at &datal0] =/
int numInts; /# number of ints at &data[numFds] */
void¥ reserved_proc[8]; int datal0]: % numFds + numInts ints */
} ANativeWindowBuffer t: | native handle t:

class GraphicBuffer
public ANativeObjectBase< ANativeWindowBuffer, GraphicBuffer, RefBase >,

public Flattenable<GraphicBuffer>
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I pthread_internal tstructrue



A pthread_internal_t

Oxb652ec8c:
Oxb652ec9c:
Oxbe652ecac:
Oxbe6s2ecbc:
Oxb652eccc:
Oxb6bZecdc:

O0xbd24a080
OxaeBdcdb0

Oxbeed700d
0x00000001
O0x00000000

Oxb3b7c080
0x00000001
0x00000000
0xb3d48960
0x00000000
O0x00000000

Oxae/7df000
0x00000000
0x00000000
0x00000000
0x00000000

0x00000000
Oxae7dd000
0x00000000
0x00000000




V Sie

(gdb) p je_small_bin2size tab

$24 = {8, 16, 24, 32, 40, 48, 56, 64, 80, 96, 112, 128, 160, 192, 224, 256, 320, 384, 4
512, 640, 768, 896, 1024, 1280, 1536, 1792, 2048, 2560, 3072, 3584}

V

(gdb) pje_arena@].tcache_ql.glh_first.tbirj§1]

$9 = {tstats= {nrequests 17}, low_water= 62,Ig_fill_div = 1,ncached= 63, avail =
Oxb6003f60}

V 128

(gdb) x/63xwje_arenad].tcache_ql.glh_first.tbirjdl].avalil
0xb6003f60: 0xb6057f80 O0xb6057f00 Oxb6057e80 Oxb6057e00
0xb6003f70: 0xb6057d80 0xb6057d00 0xb6057c80 Oxb6057c00
0xb6003f80: 0xb6057b80 0xb6057b00 Oxb6057a80 Oxb6057a00
0xb6003f90: 0xb6057980 0xb6057900 0xb6057880 Oxb6057800
0xb6003fa0: 0xb6057780 0xb6057700 0xb6057680 Oxb6057600
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10058 QIGHPE=lDDE,lD i,lﬂjl;EDDlJf 3007
uid 1013

'self trib/current
i / 't No such file or directory

~/current
cat /proc/

anc.bin

input:[j
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PoC

A https://github.com/secmob/PoCForC\VID15-
1528
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