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ggong@ggong-pc:~/develop/aosp/lol51$ adbshell service list
Found 97 services:
0 sip: [android.net.sip.ISipService]
1 phone: [com.android.internal.telephony.ITelephony]
2 isms: [com.android.internal.telephony.ISms]
3 iphonesubinfo: [com.android.internal.telephony.IPhoneSubInfo]
4 simphonebook: [com.android.internal.telephony.IIccPhoneBook]
5 isub: [com.android.internal.telephony.ISub]
6 nfc: [android.nfc.INfcAdapter]
ΧΧ
81 activity: [android.app.IActivityManager]
82 user: [android.os.IUserManager]
83 package: [android.content.pm.IPackageManager]
89 media.camera: [android.hardware.ICameraService]
90 media.player: [android.media.IMediaPlayerService]
91 SurfaceFlinger: [android.ui.ISurfaceComposer]
96 android.security.keystore: [android.security.keystore]



class IMediaPlayerService: public IInterface

{

public:

DECLARE_META_INTERFACE(MediaPlayerService);

virtual sp<IMediaRecorder> createMediaRecorder() = 0;

virtual sp<IMediaMetadataRetriever> createMetadataRetriever() = 0;

virtual sp<IMediaPlayer> create(const sp<IMediaPlayerClient>& client,

int audioSessionId = 0) = 0;

virtual sp<IOMX> getOMX() = 0;

virtual sp<ICrypto> makeCrypto() = 0;

virtual sp<IDrm> makeDrm() = 0;

virtual sp<IHDCP> makeHDCP(bool createEncryptionModule) = 0;

virtual sp<IMediaCodecList> getCodecList() const = 0;

virtual sp<IRemoteDisplay> listenForRemoteDisplay(const

sp<IRemoteDisplayClient>& client,

const String8& iface) = 0;

...

};



Chrome

ÅAndroid Chrome

Åpublic static void addService(String name, 
IBinderservice, booleanallowIsolated)

shell@hammerhead:/ $ ps-Z | grepchrome

u:r:untrusted_app:s0 u0_a52 com.android.chrome

u:r:untrusted_app:s0 u0_a52 com.android.chrome:privileged_process0

u:r:isolated_app:s0 u0_i0 com.android.chrome:sandboxed_process0



Chrome
(gdb) plist svclistnext

0xb6c4be38: u"activity"
$2569 = {next = 0xb6c50100, handle = 16, allow_isolated= 1, name = 0xb6c4be38}

0xb6c50118: u"user"
$2570 = {next = 0xb6c500d8, handle = 15, allow_isolated= 0, name = 0xb6c50118}

0xb6c500f0: u"package"
$2571 = {next = 0xb6c500b0, handle = 14, allow_isolated= 0, name = 0xb6c500f0}

0xb6c500c8: u"display"
$2572 = {next = 0xb6c50088, handle = 11, allow_isolated= 1, name = 0xb6c500c8}
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CVE Android Bug ID

CVE-2015-1474 18076253 GraphicBuffer

CVE-2015-1528 19334482 Android libcutils
system_server

CVE-2015-1525 18262893 audio_policy

CVE-2015-1530 18226810 Android media
media_server

CVE-2015-1529 19385640 SoundTriggerHwService

CVE-2015-1527 19261727 IAudioPolicyService.cpp

CVE-2015-1526 media_server

CVE-2015-1537 20222489 IHDCP
media_server
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V Size
(gdb) p je_small_bin2size_tab  

$24 = {8, 16, 24, 32, 40, 48, 56, 64, 80, 96, 112, 128, 160, 192, 224, 256, 320, 384, 448, 
512, 640, 768, 896, 1024, 1280, 1536, 1792, 2048, 2560, 3072, 3584}

V

(gdb) p je_arenas[0].tcache_ql.qlh_first.tbins[11] 

$9 = {tstats= {nrequests= 17}, low_water= 62, lg_fill_div = 1, ncached= 63, avail = 
0xb6003f60}

V 128
(gdb) x/63xw je_arenas[0].tcache_ql.qlh_first.tbins[11].avail 

0xb6003f60: 0xb6057f80  0xb6057f00  0xb6057e80 0xb6057e00

0xb6003f70: 0xb6057d80 0xb6057d00 0xb6057c80 0xb6057c00

0xb6003f80: 0xb6057b80 0xb6057b00 0xb6057a80 0xb6057a00

0xb6003f90: 0xb6057980 0xb6057900 0xb6057880 0xb6057800

0xb6003fa0: 0xb6057780 0xb6057700 0xb6057680 0xb6057600
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PoC

Åhttps://github.com/secmob/PoCForCVE-2015-
1528




