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Time Source Destination
1 0.000000 192.168.1.8 239205 255 .. 250

(
>Frame 1: 139 bytes on wire (1112 bits), 139 bytes captured (1112 bits)
Ethernet II, Src: Vmware 97:2d:db (00:0c:29:97:2d:db), Dst: IPvdmcast 7f:ff:fa (O
Internet Protocol Version 4, Src: 192.168.1.8 (192.168.1.8), Dst: 239.255.255.250

User Datagram Protocol, Src Port: jstel (1064), Dst Port: ssdp (1900)
Hypertext Transfer Protocol
> M-SEARCH * HTTP/1.1\r\n

Host:239.255.255.250: 1900\ r\n

ST:upnp:rootdevice\r\n

Man:"ssdp:discover"\r\n

MX:3\r\n




HTTP/1.1 200 OK

SERVER: FRITZ!Box WLAN 3170 UPnP/1.0 AVM FRITZ!Box WLAN 3170 49.04.58
CACHECONTROL: maxage=1800

EXT:

ST: urn:schemas-upnp-org:device:lnternetGatewayDevice:1

USN:
uuid:75802409 -bccbh-40e7-8e6¢-001F3FE45B43::urn:schemas upnp-
org:.device:InternetGatewayDevice:1
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HTTP

TCP/HTTP
XML
3 (IGD ):
34GD (Internet Gateway Device)
AV (DLNA

HVAC (Heating / Ventilation / Air conditioning)
3



HTTP/1.0 200 OK

Content -Type: text/xml

Connection: close

Content -Length: 2669

Server: MMC_Tech AP miniupnpd/1.0 UPnP/1.0

<?xml version="1.0"?>

<root xmIns="urn:schemas -upnp -org:device -1-0">
<specVersion>

<major>1</major>

<minor>0</minor>

</specVersion>

<device>
<deviceType>urn:schemas -upnp -org:device:lnternetGatewayDevice:1
</deviceType>

<friendlyName>Inter Gateway Device</friendlyName>
<manufacturer>MMC Technology</manufacturer>
<manufacturerURL>http://www.mmctech.com/</manufacturerURL>
<modelName>MW -2060AP</modelName>
<modelDescription>MMC Technology (MW -
2060AP)</modelDescription>
<modelNumber>2.2.7</modelNumber>
<modelURL>http://www.mmctech.com/</modelURL>
<UDN>uuid:12342409-1234-1234-5678-ee1234cc5678</UDN>

<serviceList>

<service>

<serviceType>urn:schemas -dummy -
com:service:Dummy:1</serviceType>
<serviceld>urn:dummy -com:serviceld:dummyl</serviceld>
<controlURL>/dummy</controlURL>
<eventSubURL>/dummy</eventSubURL>
<SCPDURL>/dummy.xml</SCPDURL>

</service>

</serviceList>

<deviceList>

<device>

<deviceType>urn:schemas -upnp -
org:device:WANDevice:1</deviceType>
<friendlyName>WANDevice</friendlyName>
<manufacturer>miniupnp</manufacturer>

<manufacturerURL>http://www.mmctech.com/</manufacturerURL

>

<modelDescription>WAN Device</modelDescription>
<modelName>WAN Device</modelName>
<modelNumber>1</modelNumber>
<modelURL>http://mww.mmctech.com/</modelURL>
<serialNumber>00000000</serialNumber>
<UDN>uuid:12342409-1234-1234-5678-ee1234cc



<deviceType>
<friendlyName >
<manufacturer>
<modelDescription >
<modelName >

<modelNumber >

urn:schemas - upnp-org:device:InternetGatewayDevice:1
Residential Gateway Device

Linksys Inc.

Internet Access Server

WRT54GS

v2.07.1
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#1 - DDoOS




#2 - DNS

2071732253 170215255114 0661331702
4 210.02482.3
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#3 - PPP
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PPP - UPnP #1

) /WANPPPConnection:1l HITR/L.1

mas- upnp-org:service jWANPPPConnection: 1#GetP
H charset="utf-g"

7xml version="1.0" enc e .:encodingSty - mas. xmlsoap.org/soap/encoding/”
:-:I'Iﬂ_ﬂE g=" }_Ittp = _..l" _.,l" e r b . Y |'|'|-|_ ns:u="urn: E;':::I'_IEITIEJE; _upnp-




PPP - UPnP #2

HITP/1.1 200 OK

DATE: Thu, 01 Jan 1970 00:35:18 GMT
Connection: Keep-Alive

Server: LINUX/2.4 UPnP/1.0 BRCM40OQ/1.0
Content-Length: 327

Content-Type: text/xml; charset="utf-g"
EXT:

<?7xml version="1.0"7=

<5:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/" s:encodingStyle="http://
schemas.xmlsoap.org/soap/encoding/" ><s:Body><m:GetPasswordResponse xmlns:m="urn:schemas-
upnp-org:service:WANPPPConnection: 1" ><NewPassword=ThisIsMyPassword</NewPassword=></

m: GetPasswordResponse=</s:Body></s:Envelope=
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POST /evt/IPConn HTTP/1.1

Host: 192.168.0.1:53033

User-Agent: KTorrent/0.0.0

Content -length: 633

Content - Type: text/xml

SOAPAction: "urn:schemas -upnp -org:service:

<?xml version="1.0"?><SOAP-ENV:Envelope xmins:SOAP-

ENV="http://schemas.xmlsoap.org/soap/envelope/" SOAP -

ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"><SOAP -ENV:Body><m:AddPortMapping

xmins:m="urn:schemas -upnp -

org:service:WANIPConnection:1"><NewRemoteHost></NewRemoteHost><New </NewEx

ternalPort><NewProtocol> </NewProtocol><New </NewlnternalPort><New
</NewlnternalClient><NewEnabled>1</NewEnabled><NewPortMappingDescription>KTorrent

UPNP</NewPortMappingDescription><New </NewLeaseDuration></m:AddPortMapping><

ISOAP-ENV:Body></SOAP-ENV:Envelope>
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HD Moore / Rapid7 / 2012
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2.296)
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0 1900 UDP UPnP
XML

Microsoft Windows
(WInXP  Win7 )

(@4

UDP 1900 / UPnP

O«



Other
12,824,246

Unknown SDK 2
9,226,225

Unknown SDK 1*
15,844,075

MiniUPnP
19,474,736

EOther

i Intel/Portable SDK
EMiniUPnP
®Unknown SDK 1*
HUnknown SDK 2**
ENet-0S 5.x
ERealtek
kVirata-EmWeb

i Torrent Clients

M Allegro Software




CBSDP UPNP 73%

Portable SDK for UPnP Devices MiniUPnP Broadcom

Q

HD Moore
Rapid7
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Notify 28

NOTIFY * HTTP/1.1 .‘
HOST: 239.255.255.250:1900

LOCATION:

SERVER: FRITZ!Box WLAN 3170 UPnP/1.0 AVM FRITZ!Box WLAN 3170
49.04.58

CACHECONTROL: maxage=1800

NT: upnp:rootdevice

NTS: ssdp:alive

USN: uuid:75802409-bccbh-40e7-8e6¢-001F3FE45B43::upnp:rootdevice
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HTTP




User Agents

USERAGENT: Linux/2.6.23.17 stm23_0119mb680, UPnP/1.0, Portable SDK for
UPNP devices/1.6.6

USERAGENT: Linux/2.6.30, UPnP/1.0, Portable SDK for UPnP devices/1.6.18

User-Agent: UPnP/1.0 DLNADOC/1.50 Platinum/1.0.4.9
(NAS)

User-Agent: SMCD3GCCR, UPnP/1.0, MiniUPnPd/20130201
(Business Gateway)



TAdlLOS5S



A UPNP
A i,
A peer2peer

I Torrent
: /
i 7



To o To Ix

?SSDP MSEARCH *!

IP



1/3

# €

0.000000 192.168.10.151
0.050505 192.168.10.202
2.099928 192.168.10.151
2.100031 192.168.10.202

=~ _AannncAa AMNT A0 AN Aca

na W N

Hypertext Transfer Protocol

M—SEARCH * HTTP/1.1\r\n
HOST: 239.255.255.250:1900\r\n

239.255.255.250 SSDP
192.168.10.151
192.168.10.202
192.168.10.151

AN A0 An_ A

ST: urn:schemas—upnp—-org:device:InternetGatewayDevice:1\r\n
MAN: "ssdp:discover"\r\n
MX: 2\r\n
\r\n

Full request URI: htt 239.255.255.250:1900%
[HTTP request 1/11]

M-SEARH

179

M—SEARCH * HTTP/1.1
HTTP/1.1 200 OK

50199-1900 [SYN] Se..
1900-50199 [SYN, AC..

CAANMn_aAanNnn Farc-l ==




0.000000 192.168.10.151 239.255.255.250 SSDP 179 M-SEARCH * HTTP/1.1
0.050505 192.168.10.202 192.168.10.151 SSDP 469 HTTP/1.1 200 OK
2.099928 192.168.10.151 192.168.10.202 TCP 74 50199-1900 [SYN] Se..
2.100031 192.168.10.202 192.168.10.151 TCP 74 1900-50199 [SYN, AC..

-~ AannncAa AMNT A0 A ACAa AMNT A0 AMA._ AT T Fr-i CAAMNM 1NN rarsi r=s

1
2
3
4

Hypertext Transfer Protocol
HTTP/1.1 200 OK\r\n
CACHE—CONTROL: max—age=120\r\n
ST: urn:schemas—upnp—org:device:InternetGatewayDevice:1\r\n
USN: uuid:50b983c3—-f96b—41f3T—-b683-3071be3T126b::urn:schemas—upnp—org:device:InternetGat..
EXT:\r\n
SERVER: Fedora/2©® UPnP/1.1 MiniUPnPd/1.9\r\n
LOCATION: http://192.168.10.202:1900/rootDesc.xml\r\n
OPT: "http://schemas.upnp.org/upnp/1/0/"; ns=01\r\n




Time
4 2.100031
5 2.199951
6 2.200011
7 2.200058

f=Y = _"mnAanncc

Source

192.168.10.202
192.168.10.151
192.168.10.151
192.168.10.202

AMNTD A0 Aan nm

Hypertext Transfer Protocol

GET /rootDesc.xml HTTP/1.1\r\n
Host: 192.168.10.202:1900\r\n

Connection:
User—Agent:
\r\n

Close\r\n
Linux/3.15.3—-1—-ARCH,

3/3

Destination Protocol Lengtlk Info

192.168.10.151 TCP

192.168.10.202
192.168.10.202
192.168.10.151

AN Ao _Aan_acAa

UPNP/1.0, MiniUPnPc/\r\n

TCP
SSDP
TCP

—rn

Full request URI: htt 192.168.10.202:19008/rootDesc.xml
[HTTP request 1/11]

[Response in frame: 27]

GET

74 1900-50199 [SYN, AC..
66 50199-1900 [ACK] Se..
197 GET /rootDesc.xml H..
66 1900-50199 [ACK] Se..

ACcAaa ———
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MintlUPNPC

A MiniUPnP gUPNP IGD
I http://miniupnp.free.fr/
:
I Quinux, FreeBSDOpenBSOQ MacOSX,AmigaOS cygwin
Q
A 2


http://miniupnp.free.fr/
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