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ǒ UPnP (Microsoft) 1999

ǒ SSDP, HTTP, SOAP XML
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HTTP/1.1 200 OK

LOCATION: http://192.168.1.1:49000/igddesc.xml

SERVER: FRITZ!Box WLAN 3170 UPnP/1.0 AVM FRITZ!Box WLAN 3170 49.04.58

CACHE-CONTROL: max-age=1800

EXT:

ST: urn:schemas-upnp-org:device:InternetGatewayDevice:1

USN:

uuid:75802409 -bccb-40e7-8e6c-001F3FE45B43::urn:schemas-upnp-

org:device:InternetGatewayDevice:1
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TCP/HTTP

XML

ǯ (IGD ):

ǯIGD (Internet Gateway Device)

ǯAV (DLNA )

ǯHVAC (Heating / Ventilation / Air conditioning)

ǯ



HTTP/1.0 200 OK

Content -Type: text/xml

Connection: close

Content -Length: 2669

Server: MMC_Tech AP miniupnpd/1.0 UPnP/1.0

<?xml version="1.0"?>

<root xmlns="urn:schemas -upnp -org:device -1-0">

<specVersion>

<major>1</major>

<minor>0</minor>

</specVersion>

<device>

<deviceType>urn:schemas -upnp -org:device:InternetGatewayDevice:1

</deviceType>

<friendlyName>Inter Gateway Device</friendlyName>

<manufacturer>MMC Technology</manufacturer>

<manufacturerURL>http://www.mmctech.com/</manufacturerURL>

<modelName>MW -2060AP</modelName>

<modelDescription>MMC Technology (MW -

2060AP)</modelDescription>

<modelNumber>2.2.7</modelNumber>

<modelURL>http://www.mmctech.com/</modelURL>

<UDN>uuid:12342409-1234-1234-5678-ee1234cc5678</UDN>

<serviceList>

<service>

<serviceType>urn:schemas -dummy -

com:service:Dummy:1</serviceType>

<serviceId>urn:dummy -com:serviceId:dummy1</serviceId>

<controlURL>/dummy</controlURL>

<eventSubURL>/dummy</eventSubURL>

<SCPDURL>/dummy.xml</SCPDURL>

</service>

</serviceList>

<deviceList>

<device>

<deviceType>urn:schemas -upnp -

org:device:WANDevice:1</deviceType>

<friendlyName>WANDevice</friendlyName>

<manufacturer>miniupnp</manufacturer>

<manufacturerURL>http://www.mmctech.com/</manufacturerURL

>

<modelDescription>WAN Device</modelDescription>

<modelName>WAN Device</modelName>

<modelNumber>1</modelNumber>

<modelURL>http://www.mmctech.com/</modelURL>

<serialNumber>00000000</serialNumber>

<UDN>uuid:12342409-1234-1234-5678-ee1234cc



<deviceType>  urn:schemas-upnp-org:device:InternetGatewayDevice:1

<friendlyName >  Residential Gateway Device

<manufacturer>  Linksys Inc.

<modelDescription >  Internet Access Server

<modelName>  WRT54GS

<modelNumber >  v2.07.1
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#1 - DDoS



#2 - DNS



#3 - PPP



PPP - UPnP #1



PPP - UPnP #2



#4 - Admin /



#5



POST /evt/IPConn HTTP/1.1

Host: 192.168.0.1:53033

User-Agent: KTorrent/0.0.0

Content -length: 633

Content -Type: text/xml

SOAPAction: "urn:schemas -upnp -org:service: WANIPConnection:1#AddPortMapping "

<?xml version="1.0"?><SOAP-ENV:Envelope xmlns:SOAP-

ENV="http://schemas.xmlsoap.org/soap/envelope/" SOAP -

ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"><SOAP -ENV:Body><m:AddPortMapping 

xmlns:m="urn:schemas -upnp -

org:service:WANIPConnection:1"><NewRemoteHost></NewRemoteHost><New ExternalPort>25000 </NewEx

ternalPort><NewProtocol> TCP</NewProtocol><New InternalPort>80 </NewInternalPort><New InternalClien

t>192.168.0.1</NewInternalClient><NewEnabled>1</NewEnabled><NewPortMappingDescription>KTorrent 

UPNP</NewPortMappingDescription><New LeaseDuration>60 </NewLeaseDuration></m:AddPortMapping><

/SOAP-ENV:Body></SOAP-ENV:Envelope>
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HD Moore

HD Moore / Rapid7 / 2012

ƺ UPnP 8000

IP ( 2.2%)

ƺ 6900 UPnP

ƺ 1500 UPnP SOAP
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ǒ 1900 UDP UPnP

XML

ǒ Microsoft Windows

(WinXP Win7 )

ǒ UDP 1900 / UPnP





ǪSSDP UPnP 73% 4

Portable SDK for UPnP Devices MiniUPnP Broadcom
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Notify

NOTIFY * HTTP/1.1

HOST: 239.255.255.250:1900

LOCATION: http://210.20.30.40:54321/igddesc.xml

SERVER: FRITZ!Box WLAN 3170 UPnP/1.0 AVM FRITZ!Box WLAN 3170 

49.04.58

CACHE-CONTROL: max-age=1800

NT: upnp:rootdevice

NTS: ssdp:alive

USN: uuid:75802409-bccb-40e7-8e6c-001F3FE45B43::upnp:rootdevice



Notify -

ǯ HTTP

ǯDoS

ǯ'Click '

ǯ XML



User Agents

USER-AGENT: Linux/2.6.23.17_stm23_0119-mb680, UPnP/1.0, Portable SDK for 

UPnP devices/1.6.6

USER-AGENT: Linux/2.6.30, UPnP/1.0, Portable SDK for UPnP devices/1.6.18

User-Agent: UPnP/1.0 DLNADOC/1.50 Platinum/1.0.4.9

(NAS)

User-Agent: SMCD3G-CCR, UPnP/1.0, MiniUPnPd/20130201

(Business Gateway)
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ÅMiniUPnP ǥUPnP IGD

ïhttp://miniupnp.free.fr/

ï

ïǪLinux, FreeBSD, OpenBSD, MacOSX, AmigaOS cygwin
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MiniUPnPC

http://miniupnp.free.fr/


*



Tor

7

7


